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DISCLAIMER: The material in this presentation has been prepared solely by Michelle Atkins and 
Louise Garrett and any opinions expressed on the following slides are theirs and not endorsed by JPS 
or CHAN Healthcare. This presentation is not a legal opinion but intended for educational purposes 

and should not replace independent, professional judgement.   

MichelleAtkins is the Directorof InternalAudit at JPSHealthNetwork. Shehasnearly10
yearsof healthcareinternalaudit andcomplianceexperience. Prior to that shespent21+
years on active duty in the Marine Corps working primarily in the accounting and
auditing fields. SheisaCPA,CIA,CFE,CGAP,CHC.

Louise Garrett is the Senior Engagement Manager for CHAN Healthcare/ Crowe
Horwath. She has over 22 years of audit experienceand 6 years focused solely on
healthcareinternal auditing at numeroushospitalsacrossthe country. She is a CIA,
CFE.



Course Objectives
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ÁGrasp the severity of drug abuse and diversion, 
who commits it,  where, why and its overall 
impact and ramifications to patients

ÁUnderstand typical drug diversion techniques 
and essential components of a drug diversion 
prevention and detection program

ÁLearn ways to audit for drug diversion

ÁUnderstand how culture plays a role in drug 
diversion prevention and detection



Common Drug Fraud Schemes

ÅDiversion ɀIndividual obtains prescription drugs illegally to inject or 
ingest or gives/sells to someone else 

ÅDoctor Shopping ɀBeneficiary consults with several doctors to obtain 
multiple scripts

ÅInducements, Kickbacks or Bribes ɀPrescriber receives unlawful 
payments as an inducement for writing a script

ÅUnlawful DispensingɀPharmacy dispenses expired or adulterated RX 
drugs or does so without a script

ÅUnlawful Non-dispensing ɀPharmacy bills for but does not dispense 
drugs
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Schedule II drugs have a high potential for abuse. Using them can lead to 
psychological or physical dependence. Examples include oxycodone, morphine 
and fentanyl. (Street values approx. $1 per mg. Fentanyl= 100x morphine/ 5x 
heroin!) Found in every operating room across the country.



Drug Diversion is Real 
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Patient Safety Effects

Åhttps://www.youtube.com/watch?v=evzgmHzztDY

Å1-2% CRNA / Anesthesiologists dependent on drugs

ÅIn approximately 20% cases, death or near death is the 
first sign of abuse  American Association of Nurse Anesthetists Journal, April 2012

A 2014 USA TODAY review showed more than 100,000 
doctors, nurses, medical technicians and health care aides 
are abusing or dependent on prescription drugs in a given 
year - putting patients at risk. 

https://www.youtube.com/watch?v=evzgmHzztDY
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Drug Diversion ɀBiggest Abuses
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Every month there are over 8 
million prescription drug 
abuses.National Survey on Drug and Health: 

Survey of National Findings, September, 2011

ÅPain Killers ɀ5.3 million 

ÅTranquilizers/Depressants ɀ
2.0 million 

ÅStimulants ɀ1.3 million

ÅSedatives - .4 million. 



Who is Impacted by Drug Diversion and 
What are the Risks?
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Where are Drugs Diverted?

Locations:

ÅPharmacy ɀIn Patient and Retail

ÅClinical Units

ÅSurgical Center

ÅHospice

ÅHome Health

Where:

ÅMed Rooms

ÅRefrigerators 

ÅVaults

ÅMed Carts 

ÅSharps Containers

ÅReturn Bins

ÅWaste (compounding, IV, Bin Waste)
9



Why are Drugs Diverted?
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Who:

Å Anyone ɀwho has ACCESS

Å Pharmacists/Techs

Å Doctors/Anesthesiologists

Å Nurses/CNAs/Aids

Å Other Medical Care Providers

Å Custodians/Security/Maintenance

Why:

Å Addict

Å Money/Sell

Å Pain

Å Stress/Anxiety

Å Get High/Low

Å Compulsive Behavior

Å Thrill Seeker

Å For someone eÌÓÅȭÓ ÔÒÅÁÔÍÅÎÔ 

Attractive High Cost Drugs: Daraprimprice 
raised from $13.50 per tablet to $750. Zaltrap
ɀ42 days extra life = $60,000. Soliris treats 
two blood diseases for $440K per year.



Non-Controlled Substances are 
Subject to Diversion
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Abuse of non-controlled substances is on the rise; 
examples include respiratory and antipsychotic 
medication. Propofol is still currently non-controlled.



Drug Diversion ɀIt is a Big Deal
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Nurses Stealing Drugs

Åhttps://www.youtube.com/watch
?v=mgwSV1AlOBE

Å10% of nurses are dependent on 
drugs. The American Nurses Association, April 

2009

https://www.youtube.com/watch?v=mgwSV1AlOBE


Internal Audit Tests and Real Examples of 
Four Diversion Scenarios
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Nurse Diversion ɀExample #1

Diversion Identified

ÅRN had social problems 

ÅRN removed controlled substances on behalf of other RNs in a rush 

ÅRN volunteered for more or longer shifts

Diversion Technique

ÅRemoved drugs under patients from an  un-profiled ADM

ÅSkimmed portions of hydrocodone from patients IVs to keep for 
herself

Controls

ÅProfile ADMs, even in the ED

ÅAudit withdraw, order, administration, and waste of controlled 
substances

ÅImplement bed side scanning

ÅRun data analysis for trends in drugs pulled by user
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Nurse Diversion ɀExample #2

Diversion Identified

ÅNurse found deceased with needle in arm

ÅNumerous empty vials at residence

Diversion Technique

ÅAnesthesia tray prepared and waste/returned by same nurse

Controls

ÅReview/Reconcile

ÅWaste in high risk areas (surgery, anesthesia, procures, high 
volume) returned to Pharmacy

ÅPharmacy reconciles withdraw, administration, returns
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Pharmacy Staff Diversion ɀExample #3

Diversion Identified

ÅMissing oxycodone pills during the stop count of expired bin

Diversion Technique

ÅRemoved drugs from Pharmacy expired bin

Controls

ÅInclude expired drugs in perpetual inventory

ÅFrequent reverse distributor pick ups

ÅReconciliation of reverse distributer to ADM expired report

ÅSecure expired CS in ADM

ÅVideo surveillance
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Pharmacy Staff Diversion ɀExample #4

Diversion Identified

ÅMorphine removed during 
compounding process

Diversion Technique

ÅPharmacist alone in compounding 
and simply stole morphine

Controls

ÅCompounding pharmacist 
different from wasting pharmacist

ÅReconcile ADM withdraw to IV 
bags

ÅVideo surveillance of 
compounding area 17



Basic Drug Diversion Controls

Preventative
ÅTraining & awareness on signs of diversion

ÅPre-employment screenings

ÅPeriodic and random drug screenings after hire

ÅSingle dose packaging / no bulk

ÅPhysical security cameras, badge access, dual 
authentication in ADM

ÅEnforce cultural norms ɀ(e.g., no shortcuts to 
wasting controlled substances)
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Detection 
Ç Interdisciplinary Rounding ɀPAY ATTENTIONto 

social cues, mood/ behavioral changes

Ç Diversion Task Force on the ready

ÇOngoing Monitoring for Diversion Tests



Diversion Monitoring Tests
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ÅReconcile vendor purchases to invoices 

ÅReview matching report of transports to / from floors

ÅReconcile expired reverse distributor reports

ÅAudit withdraws not dispensed to floor

ÅCompare drugs pulled to MAR

ÅComplete an inventory accountability equation



Data Analytics Tests

ÅUser ID and witness ID are the same

ÅEnding inventory does not agree re-calculated          

ÅWaste event with no associated witness

ÅHigh cross witnessing

ÅDispense activity without a patient account

ÅHigh Benadryl user

Å0ÁÔÉÅÎÔȭÓ ÁÃÔÉÖÉÔÉÅÓ ×ÈÅÒÅ ÄÁÉÌÙ ÄÏÓÁÇÅ ×ÁÓ ÁÂÏÖÅ ÔÈÅ 
average daily dosage

ÅPercent of drug pulls to overall pulls during the period
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Example Data Analytics Test ɀ
80% of Pulls Dedicated to One Drug

USER MED_DESCRIPTION
# Pulls of this

Drug

TOTAL # 
PYXIS Pulls (3 

Months) USER Role

Drug PERCENT 
of User's TOTAL 

PULLS

A morphine (morphine) 10 mg/1 mL Inj 32 32 Nurse 100%

B morphine (morphine) 10 mg/1 mL Inj 13 13 Nurse 100%

C morphine (morphine) 10 mg/1 mL Inj 10 10 Nurse 100%

D LORazepam(ATIVAN) 2 mg/1 mL Inj 8 8 Nurse RT 100%

E fentaNYL25 mcg/hr (DURAGESIC) patch 5 5 Physician 100%

F morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit 10 11
Nurse Team 

Lead 91%

G HYDROmorphone(DILAUDID) 2 mg/1 mL Inj 66 75 CRNA 88%

H morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit 7 8 Nurse 88%

I COCAINE 4% (COCAINE) (4 mL) top solu 13 15 Nurse 87%

J morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit 12 14 Nurse 86%

K HYDROCODONE-ACETAMINOPHEN 5mg-325mg 6 7 Nurse 86%

L morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit- 24 29 Nurse 83%

M morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit- 18 22 Nurse 82%

N morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit- 9 11 Nurse 82%

O morphine ORAL LIQ (NICU)) 0.4 mg/1 mL (1 mL) unit- 22 27 Nurse 81%

%ÎÏÕÇÈ ÔÏ ÍÁËÅ ÙÏÕ ÇÏ Ȱhummȱ ɀInvestigate further 



Challenges to Data Analytics ɀKeep 
Systems Clean & Consistent
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Various Pyxis User Ȱ4ÙÐÅÓȱ

Blank

ADMINISTRATOR

CRNA

CRNA Chief

House Supervisor

Nurse

Nurse Instructor

Nurse JC RT

Nurse Manager

Nurse Manager Assist

Nurse Pool

Nurse RT

Nurse TL JC RT

Nurse TL RT

Nurse Team Lead

Nurse Trauma

PHARMACIST

Pharmacist

Physician

RRNA

TECHNICIAN

Total

TRANSTYPE Count TRANSTYPE Count

CANCELLED 82 Refill 41,150

CANCELLED O/R 37 Return Item 3,408

Cancel 2,525 Return to pharmacy 4

Demand Count 22 Stock Return 949

EMPTIED 77 Transfer from 588

EXPIRED 11 Transfer to 588

Empty Return Bin 2,478
UNKNOWN 
TRANSACTION 
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Expired Item 1,275 UNLOADED 227

INVENTORIED 2,467
Unknown 
Transaction Type 
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Integrated Waste 9,226 Unload 365

Inventory 49,159 Vend 126,556

LOADED 13 Verify Inventory 160,845

Load 481 WASTED 232

REFILLED 388 WASTED O/R 5

RESTOCKED O/R 13 WITHDRAWN 3,297

RETURNED 143 WITHDRAWN O/R 769

RETURNED O/R 1 Waste 9,895

Recovered Storage 
Space 

172 Totals 417,816

Various Types of Pyxis Users
Pyxis Options to Validate Effect on 

Inventory



Other Audit Testing

ÅProfiled ADM Overrides 

ÅPowers of Attorney 

ÅDEA Invoice Requirements

ÅADM Logical Access 

ÅManual Inventories 

ÅExpired / Removal Controls 

ÅADM Matching (Pharmacy 
to/from Floor) 

ÅPyxis pulls to eMARwithin one 
hour

ÅPhysical Security Testing
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Physical Security 
Observation #1 ɀUnsecured MedCarts
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MedCartsnot locked after nurses pull medication.  MedCartsmay be set to auto-lock 
after X minutes but only if all drawers are closed.  Accepted cultural norm in fast-
paced areas.



Physical Security
Observation #2 ɀUnattended Medication
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Medication left unattended in medication rooms or areas outside of an ADM. May 
ÂÅ Ȱculturally acceptedȱ ÉÆ ÎÏÔ Á ÃÏÎÔÒÏÌÌÅÄ ÓÕÂÓÔÁÎÃÅÓȢ  



Physical Security
Observation #3 ɀOpen for the Taking
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Using the proper waste containers/bins for sharps disposal but leaving them open and 
not affixed to the wall. 


