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Course Objectives

Grasp the severity of drug abuse and diversic _
who commits it, where, why and its overall \\Q
Impact and ramifications to patients

Understand typical drug diversion techniques
and essential components of a drug diversion
prevention and detection program

Learn ways to audit for drug diversion

Understand howculture plays a role in drug
diversion prevention and detection



Common Drug Fraud Schemes

A Diversionz Individual obtains prescription drugs illegally to inject or
Ingest or gives/sells to someone else

A Doctor Shopping Beneficiary consults with several doctors to obtain
multiple scripts

Alnducements, Kickbacks or Bribe$’rescriber receives unlawful
payments as an inducement for writing a script

A Unlawful Dispensing Pharmacy dispenses expired or adulterated RX
drugs or does so without a script

A Unlawful Nondispensingg Pharmacy bills for but does not dispense
drugs

Schedule Il drugs have a high potential for abuse. Using them can lead to
psychological or physical dependence. Examples include oxycodone, morphine
andfentanyl (Street values approx. $1 per nigentanyl= 100x morphine/ 5x
heroin!) Found in every operating room across the country.




Drug Diversionis Real

Patient Safety Effects

Ahttps://www.voutu be.com/watch?v=evzgmHzztDY

Al—Z% CRNA / Anesthesiologists dependent on drugs
Aln approximately 20% cases, death or near death is the
fII‘St S|gn Of abUS&merican Association of Nurse Anesthetists Journal, April 2012

A 2014 USA TODAY reviesfhiowedmore than 100,000
doctors, nurses, medical technicians and health care aic

are abusing or dependent on prescription drugs in a giv
year- putting patients at risk.


https://www.youtube.com/watch?v=evzgmHzztDY

—— DRUG OVERDOSES ———
P/ 7. KILL MORE

As rI]any & 259 million prescriptions for
1 In 4 receiving prescription painkillers in 2012, enough for

PEOPLE opioids long term in a 'ﬁ 28,360 deaths every American adult to have a

primary care setting bottle of pills.
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THOMAS R. FRIEDEN, .0, MpH.

Director of the Centers for Disease Control and Prevention

From 1999 to 2013,
the amount of
prescription
opioids dispensed
inthe U.S. nearly
quadrupled.

Drug Overdose Deaths
At All-Time High

America’s Leading Cause of Accidental Death
is Now Prescription Drug Overdose
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Everymonth there are over 8
million prescription drug

abuseS.National Survey on Drug and Health:
Survey of National Findings, September, 2011

APain Killersg 5.3 million

ATranquiIizers/Depressan@
2.0 million

AStimuIantsz 1.3 million
ASedativesr 4 million.

Drug Type

PainkKillers

Drug Diversionz Biggest Abuses

Drug Name

Hydrocodone
Oxycodone
Vic odin
Morco
Dilaudid
Morphine
Fentanyl

Depressants

Xanax
Seconal
Mumbutal
Amytal
Valium
Soma

Stimulants

Ritalin
Concerta
Dexedrine
Diphetamine

Athletic performance
enhancing drugs

Testosterone




Who is Impacted by Drug Diversion and
What are the Risks?

Patients

Health Care Workers

(Diverter)

Health Care Workers
(co-worker)

Hospital

Substandard Care

) ) o ) Increased Loss of Revenue, Trust,
(Pain, Waking up Morbidity or Mortality . ]
) Responsibility and Goodwill
during Surgery)
Loss of Livelihood - loss |Disciplinary Action
Contamination of job, licence, self (for violation of Civil Liability
control PE&P)
) Felony Criminal ) ) ]
Infection Mechanical Injury  |Sanctions

Procecution

Patient Satisfaction

Civil Malpractice

Infection
(Contaminated
needles/broken
vials)

MNegative Publicity

Billing Fraud

Loss of Ability to Serve
Community




Where are Drugs Diverted?

Locations:

A Pharmacyz In Patient and Retalil
A Clinical Units

A Surgical Center

A Hospice

A Home Health
Where:

A Med Rooms

A Refrigerators

A Vaults

A Med Carts

A Sharps Containers
A Return Bins

A Waste (compounding, IV, Bin Waste)




Why are Drugs Diverted?

Who:

A Anyonez who has ACCESS _ _
) “I used to think a drug addict was
A Pharmacists/Techs someone who lived on the far
A Doctors/Anesthesiologists cegeRisccictyivid e yec,
_ shaven-headed and living in a

A Nurses/CNAs/Aids ~ filthy squat.
A Other Medical Care Providers : »

_ _ _ That was until I became one...
A Custodians/Security/Maintenance] Calitynikemn

Why:

A Addict

A Money/Sell
A Pain
A StreSS/Anxiety Attractive High Cost Drug®araprimprice
A . raisedfrom $13.50 per tablet to $750Zaltrap
Get High/Low 242 days extra life = $60,000Soliris treats
i i two blood diseasefor $440K per year.
A Compulsive Behavior
A Thrill Seeker
A Forsomeoneel OA6 O OOAAOI AT O




Non-Controlled Substances are
Subject to Diversion

Geographic Hot Spots for Specific Drugs Point to Possible Fraud and Abuse

P

®

New York
Vascepa & Lovaza
Lidoderm
Solaraze

Los Angeles
Vascepa & Lovaza
Lidoderm

Solaraze McAllen
Nexium

Miami
Solaraze

San Juan
Diclofenac Potassium

Source: OIG.HHS.gov

Abuse of noncontrolled substances is on the rise;

examples include respiratory and antipsychotic
medication. Propofol is still currently non-controlled.
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Drug Diversionz It Is a Big Deal

NursesStealing Drugs

Ahttps://vwvw.youtu be.com/watch
?2v=mgwSV1AIOBE

AlO% of nurses are dependent on

dl’ugS.The American Nurses Association, April
2009
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https://www.youtube.com/watch?v=mgwSV1AlOBE

Internal Audit Tests and Real Examples of
Four Diversion Scenarios
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Nurse Diversionz Example #1

Diversion Identified

~ ~ -

A RN had social problems®@ O = @ % =
A RN removed controlled substances on behalf of other RNs in a rush

A RN volunteered for more or longer shifts

DiversionTechnique
A Removed drugs under patients from an -profiled ADM

A ﬁkimrlr]!ed portions of hydrocodone from patients IVs to keep for
erse

Controls
A Profile ADMs, even in the ED

A Audit withdraw, order, administration, and waste of controlled
substances

A Implement bed side scanning
Run data analysis for trends in drugs pulled by user

14



Diversion Identified @D
A Nurse found deceased with needle in arm

A Numerous empty vials at residence

DiversionTechnique N @

—_—

A Anesthesia tray prepared and waste/returned by same n@é@

Controls e
A Review/Reconcile

A Waste in high risk areas (surgery, anesthesia, procures, high
volume) returned to Pharmacy

A Pharmacy reconciles withdraw, administration, returns
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Pharmacy Staff Diversionz Example #3

Diversion Identified

A Missing oxycodone pills during the stop count of expired bin

DiversionTechnique

A Removed drugs from Pharmacy expired bin

Controls

A Include expired drugs in perpetual inventory

A Frequent reverse distributor pick ups
A Reconciliation of reverse distributer to ADM expired report
A Secure expired CS in ADM

A Video surveillance
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Pharmacy Staff Diversionz Example #4

Diversion Identified

A Morphine removed during
compounding process

DiversionTechnique

A Pharmacist alone in compounding
and simply stole morphine dck

Controls

A Compounding pharmacist
different from wasting pharmacist

A Reconcile ADM withdraw to 1V
bags

Video surveillance of
ompounding area 17



Preventative

A Training & awareness on signs of diversion
A Pre-employment screenings

A Periodic and randondrug screenings after hire
A Singledose packaging / nbulk

A Physical security cameras, badge access, dual
authentication inADM

A Enforce cultural normg (e.g., no shortcuts to
wasting controlled substances)

Detection

C Interdisciplinary Rounding PAY ATTENTIONoO
social cues, moddbehavioral changes

C Diversion Task Force on tineady ﬁ

ngoing Monitoring for Diversion Tests

Basic Drug Diversion Controls

This is a Drug-Free
Workplace!

Drug
Testing

[[]Pre employment [ ] Random Testing [ ] Post-Accident
& post offer

—m SAFETY SAVES With IWF==
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Diversion Monitoring Tests

Obtain Pharmacy's last three months of anomalous usage reports and supporting documents
and answer the below:

1. Can the Pharmacy provide documentation to demonstrate that they run the diversion
monitoring (Pandora) reports monthly?

2. Did the Pharmacy send the outliers to nursing for audit/review (agree to order,
administration and waste) and were they sent timely?

3. Did the Pharmacy validate that the information was received, complete and follow up or
escalation where necessary.

A Reconcile vendor purchases to invoices

A Review matching report of transports to / from floors
A Reconcile expired reverse distributor reports

A Audit withdraws not dispensed to floor

A Compare drugs pulled to MAR

A Complete an inventory accountability equation

19



Data Analytics Tests

A User ID and witness ID are the same

A Ending inventory does not agree-ealculated
AWaste event with no associated witness
A High cross witnessing
A Dispense activity without a patj
AHigh Benadryl user -

» .

AoOAGEAT 660 AAOGEOEOEAO xEAOA AAE
average daily dosage

APercent of drug pulls to overall pulls during the period

20



Example Data Analytics Test
80% of Pulls Dedicated to One Drug

TOTAL # Drug PERCEN
# Pulls ofthis PYXIS Pulls of User's TOTA
MED_DESCRIPTION Drug Months) USER Role PULLS

A morphine (morphine) 10 mg/1 minj 32 32 Nurse 100%
B morphine (morphine) 10 mg/1 mihj 13 13 Nurse 100%
C morphine (morphine) 10 mg/1 minj 10 10 Nurse 100%
D LORazeparATIVAN) 2 mg/1 nihj 8 8 Nurse RT 100%
E fentaNYL25 mcghr (DURAGESIC) patch 5 5 Physician 100%
Nurse Team
F morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unilt) 10 11 Lead 91%
G HYDROmorphon@®ILAUDID) 2 mg/1 nhij 66 75 CRNA 88%
H morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unlt) 7 8 Nurse 88%
I COCAINE 4% (COCAINE) (4 mL3aobp 13 15 Nurse 87%

morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unilt) 12 14 Nurse 86%
HYDROCODOMEETAMINOPHEMg325mg 6 I Nurse 86%
morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unit) 24 29 Nurse 83%
morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1umilt) 18 22 Nurse 82%
morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unilt) 9 11 Nurse 82%

morphineORAL LIQ (NICU)) 0.4 mg/1 mL (1unit) 22 27 Nurse 81%

%l T OCE OI1 huAidiInvddtigate @riher O



Challenges to Data Analyticg Keep
Systems Clean & Consistent

Pyxis Options to ValidateEffect on

Inventory

TRANSTYPE Count TRANSTYPE Count
CANCELLED 82 Refill 41,150
CANCELLED O/R 37 Return Iltem 3,408
Cancel 2,525 |Return to pharmacy 4
Demand Count 22 Stock Return 949
EMPTIED 77 Transfer from 588
EXPIRED 11 [Transfer to 588

. UNKNOWN
Empty Return Bin 2,478 TRANSACTION 246
Expired Item 1,275 |UNLOADED 227
INVENTORIED 5 diEy | IR 122
Transaction Type

Integrated Waste 9,226 |Unload 365
Inventory 49,159 [Vend 126,556
LOADED 13  |Verify Inventory 160,845
Load 481 |WASTED 232
REFILLED 388 [WASTED O/R 5
RESTOCKED O/R 13 |WITHDRAWN 3,297
RETURNED 143 |WITHDRAWN O/R 769
RETURNED O/R 1 Waste 9,895
RECOEESEREEL | 97y s 417,816

Space

Various Types of Pyxis Users

Various PyxisUserO 4 U B A

Blank

ADMINISTRATOR

CRNA

CRNA Chief

House Supervisor

Nurse

Nurse Instructor

NurseJCRT

Nurse Manager

Nurse Manager Assist

Nurse Pool

Nurse RT

Nurse TLICRT

Nurse TL RT

Nurse Team Lead

Nurse Trauma

PHARMACIST

Pharmacist

Physician

RRNA

TECHNICIAN

Total

0o
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Other Audit Testing

A Profiled ADM Overrides pUl"“"il‘{"““f"""il“" Minutes
.8;)(11!'3 and maintenance Tax
A powers of Attorney Late  TIMESHEET ..,
adjustments WP G al'ﬁ':i
. . ualifie
A DEA Invoicdrequirements MISSING INVOICE peport
AADM Logical Access AUDITING
: WEAR RDS!
A Manual Inventories S WORDS
. Non—complian} Unexplained
A Expired / Removal Controls ke fsihe difference

accounts CONTROL WEAKNESS

AADM Matching (Pharmacy UNAUTHORISED

tO/from Floor) LETTER SToc Client off sick
i L Broken Unsupported
A Pyxis pulls t&MARwithin one Shotocopier ™=  isomals
hour

APhysicaI Security Testing
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Physical Security
Observation #1z Unsecured MedCarts

MedCartsnot locked after nursespull medication. MedCartsmay be set to autolock
after X minutes but only if all drawers are closed Accepted cultural normin fast-
paced areas.




Physical Security
Observation #2 z Unattended Medication

Medication left unattended in medication rooms or areas outside of an ADM. May
A Acultdrally acceptedd EZA£Z 11T O A Al 100111 AA OOAOOAI
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Physical Security
Observation#3 z Open for the Taking

Using the proper waste containers/bins for sharps disposal but leaving them open and
not affixed to the wall.
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